° BLACKPOINT CYBER
THREAT ASSESSMENT SUMMARY

Threat Assessment Summary
Last 30 days (1/30/2024 - 2/29/2024)

@ Vulnerability

RISK SCORE:
Patch external vulnerabilities to prevent known exploits 89

Common Vulnerabilities and Exposures (CVESs)
Standardized method to identify and track publicly known cybersecurity vulnerabilities

3 Low & Medium C ocme

CVE Issue Severity

5 19
IPs Scanned Open Ports
Highest Risk CVEs Highest Risk IP Addresses
CVE-2013-2566,CVE-2015-2808,CVE-2015-4000 12.162.89.188
CVE-2023-4879 45.4.231.203
Unknown 114132182138
Unknown 2 90.71.25.198
CVE-2011-3389,CVE-2015-0204 209.174.228.227
T T T T T 1
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Vulnerable IPs CVE Score
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% Dark Web

Secure accounts that have been breached on the dark web

[ 2 Domains

(O Scanned 3 days ago

srvusd.com, and 1 more February 26, 2024 2:35 pm

33

Total Exposures

14
Usernames Exposed

A Environment

Ensure your environments are updated and limit risky application usage

BitLocker Protection Status

Protects your data from unauthorized

access

B cnabled
B oisabled

. Unknown

End of Life Operating System

14

RISK SCORE: 72

Emails Exposed

5

Passwords Exposed

Auto-Updates Status

Security vulnerabilities are patched
regularly

®

B cnabled
M oisabled

. Unknown

Doesn't receive critical security updates. Please upgrade as soon as possible.

@ None Detected

Operating System
Breakdown of your devices' operating
systems

0. . MacOSs

. Windows

. Other
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Remote Tool Usage

Threat actors often use these legitimate remote tools

Datto RMM

ConnectWise ScreenConnect

NinjaRMM

Kaseya

N-Able RMM

Syncro

Continuum

Atera

Actionl

Level.io

o]
Devices

& Managed Application Control
Leverage Blackpoint's blocklist and add to it as needed

Assigned Security Policy
. Blockin
Default Policy 7 nd

Manual Overrides of Blackpoint Curated Rules

High Risk Application Usage
Threat actors use or take advantage of known vulnerabilities

anydesk

boxnet-base

browsec

cgiproxy

ciscovpn

citrix-jedi

dailymotion
dropbox
dtls

facebook-base

0
Devices

RISK SCORE: 93

Allowed Remote Monitoring & Management
(RMM) Applications

All other RMMs are automatically blocked unless
specifically allowed for a device

RMM Tool name

We generally recommend these applications be blocked or allowed on a per device basis

Blackpoint Override app

= Users

. exchangeAdmins
. globalAdmins

0 . localAdmins

100
Privileged Users
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@ Cloud

RISK SCORE: 68
Keep your cloud environments safe

Login from Unapproved Country
® Login from New Device and IP

® User Locked Out

Leaflet (https://leafletjs.com) | © OpenStreetMap (https://www.openstreetmap.org/copyright) contributors

Top Failed Logins

Can indicate a need for increased security on these accounts

jpromanzio@5dnbpt.onmicrosoft.com

jpromanzio@gwecloudresponse.dev

mandrade@gwcloudresponse.dev

test_02@gwcloudresponse.dev

landrade@gwcloudresponse.dev

0 50 100 150 200 250 300 350 400 450 500 550 600 650 700
Failed Logins
. Active Directory  Mailbox Safe Multi-Factor Zero-Hour Auto-Forwarding
Connection Audit Logs Audit Logs  Attachment Authentication Auto-Purge to Internet
for Malware
5dnbpt.onmicrosoft. (V] (V] @ Enabled © 4/4 admins (V]

com Enabled Enabled @ Block Emails © 8/8 users Automatic Disabled
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@ Center for Information Security (CIS) Details
Leverage CIS Benchmarks for Microsoft 365 to reduce your attack surface

CIS Control
CIS 1.2.3 Ensure all users have mfa enabled
Lorem ipsum dolor sit amet, consectetur

CIS 4.5.6 Ensure all users have mfa enabled
Lorem ipsum dolor sit amet, consectetur

CIS 7.8.9 Ensure all users have mfa enabled
Lorem ipsum dolor sit amet, consectetur

Status
www.blackpointcyber.com

Enabled

Enabled

Enabled

RISK SCORE: 90

Status
www.blackpointcyber2.com

Enabled

9

Enabled

&

Enabled



